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Dutput
tput, storage and control at work place:

Q.2 What is an information system ? Explain the import
systems. '

ance and basics of information

Ans. : Information systems comprise hardware,

communijcation and people, help an organization to better .
corporate, customer and employee data. An information system is a al
components- that collect, process, storé or distribute information t* support decision

making and control inan organization.
Information systems also improve integration and work processes the beneﬁts‘go on
and on. Its objective is to monitor and document the operations of other systems, whlch we
can call target systems. For example, production Jctivities would be the target system for a
production scheduling i formation system, human resources would be the target system ol
2 human resource information system and so on. Every reactive system may have a
subsystem that can be considered as an information system whose objective is to monitor

and control such a system.

manage and secure its critical
set of interrelated

an information system may be input, processing, output,

lace. Therefore information system is a system comprises

tore or disseminate data

- The main functions of

storage and control at work p
people, machines and/or methods organized to collect, process, S

that represent user information. The emergence of a global economy, transformation of

industrial economies, transformation of the business enterprise and the emergence of

digital firm make information systems essential in business today. Information system is &

foundation for conducting business today. In many businesses, survival and the ability €
achieve strategic business goals 1 difficult without wide use of information technolog)-

There are six reasons behind the importance of businesses use information system
1. Operational excellence.

2. New prodﬁcts, services, and business models.

3. Customer and supplier intimacy.

4. Tmproved decision making.

5. Competitive advantage.

6. Suwvival.
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stems?

n is the Jifeblood of any otganization

e

Why do organizations need informqt?@ﬂsy

ANs, : (jmfnpul;crs are essential today. Informatio O ness it Ieadmg '
Damaged or lqst data can cause disruptions In normal

financial losses, law suits, etc. Information systems comp.l‘lse.h arfwzzeio;h:j:e’e datz,
applications, communication and people, help an organization 1o i .t gv aln

socure ils eritical corporate, customer and employee data. Informa 101; S}f eHTS asg
improve integration and work processes, the benefits go on and on. We check our ema

with it, find answers to questions, watch media, bank and more 'usmg CORl
Therefore we need systems that can organize, and serve information when p
around the world request it.

ing computers.

1—’ teL
eople
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roduction
For example, production activities would be the target system f(zr a O? a human
scheduling information system, human resources would be the target systemm have a
‘esource information system and so on. We could say that every reactive system may d
subsystem that can be considered as an information system whose objective is to EROESEOE S

rontrol such a system. The main functions of an information system may be input, p rocessing,
putput, storage and control at work place.
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Q.6 What are information system threats and attacks ?

Ans. : In particular, those engaged in e-business, it is vital to be aware > from online thyey
while using the internet to access information about business related links, busipe
partners and customers relate to different organizations. Today’s mostly all busine
organizations have information systems that use. integrated technologies as intranet;
extranets or internet access to communicate and transmit information fo take rapld(
business decisions. Under these states, threats from outside the organizations must be

attended because of harms from non secured information system in an organization J

pm—

—
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Information Systems Threats and Security Principles

¥ fOﬂﬂation =
n
iy threats depend on f i
5 Our main sources that are :

el -
. Huma" error - Leak or expose of secret informati
ation.

, e Computer crine- A person intend
e a5 OF cause damage to computer neshto be malicious and starts to steal information {
{16125 - transfers of money by victi work. Example : Cyber cr pation Hom
| loctr®™ ney by victim. : Cyber crime through fraud through
?, > o . -
aturdl calamities/ disasters -
N In the form of natural calamities, war, home riots et
ALY C.

T

ATTY % BT ._
\ \.\‘_.9\,3‘ \‘\\\ _.ﬁ'.

Failure of hardware/software - Li
f Like server down or malfunctioning, software fault or

gome gecurity threats come i
uter networ}lls that aremfmmto the -S ystem due to abuse of computers mostly in
person) logic ':‘b- }])Jersonatlon (enjoy the person privi]ege by ano)thI
, E . e
ombs, viruses, DoS attacks,T spoofing, data leakager

C i
- authentlc
theft through mobile devices etc.

wiretappingr

Fxample :

The flooding attacks i
in the mail server with
‘ many messages so that i
o these types of attacks qualify as information based z}attac : .

k. Information based

- chocked. 50 ;
itacks are setting of reven i istri *nf
T o Tt
fgﬁgeust_er sygtem, insertion of DoS attacks as well as spreading malicious code sucl% :s
N Securit-y threats related to computer/ cyber crime or maltreatment occurs from
system, which are :
gain access of the system by

{). Impersonation: Enjoys the privileges of a legal user to
defeated to identified and

identifying oneself as another person after having

- authentication controls of the system.
7) Logic bomb : Unauthorized ‘nstructions which stay dormant until a specific event
occurs at which they bring into effect of unauthorized act.
f instructions that

nceal within an anauthorized prograim as & set 0

3) Trojan horse : Co
orized act.

will cause unauth
1 malicious acts and

1) Computer Viruses and worms : Segment of code that perforn
replicate copies of these programs into the system that makes impact on 0uf

programs and systems:
ms transmit copies of

Worms (Write Once R independent progra
ation networks.

themselves through telecommunic
erade (iniper_sonate) a3 another

5) Spoofing : Configuring a¢ tem to masqu a5 0000
system over the network in
system being mimicked.

i m that can bypass regular

.‘. 2
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1) Physical threats

2

o B ot anr

Accidental error

4
5

)

3) Unauthorized access
) Malicious misuse
)

Malware

1) Physical threat

Physical threat 10 a computer system could be as a result of loss of the whole
computer system, damage of hardware, damage to"the computer software, theft of the
, computer.system, vandalism, natural disaster such as flood, fire, war earthquakes etc
Acts of terrorism such as the attack on the world trade centre is also one of thg: major
threats to computer which can be classified as physical threat. Another good gxample ofa
physical threat to computer- system is the flooding of the city during which valuable
information was lost and billions of computer data were destroyed: |

2) Accidental error

This is an important secuirity issue which computer security experts should always
put into consideration when de_'s‘igning security measures for a system. Acgdental errors
could occur at any time in a computer system but having proper checks in place is the
major concern of the designer. Accidental error includes COrruption of data caused by
programming error, user or opetator error. - |
3) Unauthorized access |

This also poses a great security threats to the computerisystem due to unauthori;ed
person's having access to the system. Not only this, information can be accessed via a
remote system in the process of being transmitted from one point to the other via network
media which includes wired and wireless media. Considering an example of an
organization in which a member of staff at a particular level of hierarchy within the
establishment is only allowed access to specific area according to the policy of the

organization. If this employee by other means gain access to the restricted data area on the
computer, this can be termed an unauthorized access.

4) Malicious misuse

Any form of tampering of the computer system which includes penetration, viruses
and any form of illegal alteration of the computer system which also includes the
gemgration of illegal codes to alter the Standard codes within the system can be termed as
palicious misuse. This could also lead to a great financial 15%s and should be pré;fented in
all cases.

5) Malware

You can ‘inadver-tently leave your information system open to malware such as
Trojans, rootkits and trapdoors if you do not ensure its various data access points. For
oxample, DHCP servers do not have strong security by default. They will assign' an
computer an [P address that requests it. Malware was listed as the second highest rankec)ll’
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Another potentia] security problefn_lies in the possibility of information leakage,
through the Inference made by an attacker masquerading as a mobile support station,

who may issue a number of queries to the database at the user's home node or to database

multiplication of the points of attack.

Therefore the mobility introduces a number of issues or problems. For example:
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Address migration : This consequence of mobility and seve

. ral toch.
adcast, central services, home bases and forward ¢

selective bro ing pomtersqliis, suchla5

solution™ | | Y pov
[ ocation-dependent infqrma?lon : Information needed to cong;

" local name Server, available printers, time zone, etc, ig 10Caﬁ0§ut§§ seuch 5

Mechaanms are needed for obtaining configuration data ApPropriate to el 10ca§0ndem'
. ‘ I

Pripacy : Answering dynamic location queries requires knowing the oz, of other
nobile users. Such information should be protected against misuse ang fis gy b
chieved by denying users the availability to know ofher users'loczton

gure 3 QO

Interﬁ‘ealm su-pport D) Designing distributed services tQ support the mobile user
PtOViAdé.\ au’d\enﬁCaﬁon/ ‘aq.g’bunﬁllg _and managemeﬂt over a Wl_de area and across

organizations. -

EFERE . 1« . _1 Al allanane ; ' . s O the
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i° count 12€ and check for availability of funds in the

E|ectr'<ﬂc4)r Digital Cash

: s Combmes Computérized convenience with
er cash. Cash is still the g

S security and privacy that improve
: pt9 the banks. The non-

skt Omlrllant form of payment as : the consumer still
g . Iilnsactlc?ns are inefficiently cleared. In addition, due to
ank deposits. Now we will enumerate some qualities of

P real interests rateg

3 cash i5a 1egal tender i.e. payee is obligatory to take it.

b It 15 negotiable i.e. can be given or traded to someone else.

" 1t is @ bearer instrument i.e. possession is proof of ownership.

d t can be held and used by anyone, even those without a bank certificate.

S I‘t placesino risk on part of acceptor.

 pcash combines éomputerized convenience with security and privacy that improve
P or cash. The e-cash system also includes setup protocols : system setup, payer

o P d payee setup which performs system initialization functions, namely creating

;shing public keys and opening payer and payee bank accounts. E-cash allows
o Pay for goods or services by transmitting a number from his computer

ntem to the merchant computer system. One key feature of digital cash is that it’s

ous and reusable just like real cash.

. model of e-cash system : An anonymous off-line e-cash consists of three
- Bafa‘l.c i polynomial-bounded parties, a bank B, payer P, and payee R, and three
=p babil1s 1"O tocols : withdrawal, payment and deposit. Payer and payee maintain their
= main su with the bank. The payer withdraws electronic coins from their account with the
- Aecoun : erfOrming a withdrawal protocol over an authenticated channel. The payer
= ‘bank, bY 15 by participating in a payment protocol with the payee over an anonymous
spends C‘;ﬂ offect, the payee performs a deposit protocol, to deposit the coins into their
= channel- o e-cash system also includes setup protocols : system setup, payer setup and
which performs system initialization functions, namely creating and

ublic keys and opening payer and payee bank accounts.

“perso
ubsy S
~anonym

_/’_'_’__-—_—_‘_— - . ’
' TECHNICAL PUBLICATIONS - An up thrust for knowledge
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glectronic Cheques

~ o electronic cheques are modeled on paper checks, except that they are initiated

nically- ?hey use digital signatures for signing and endorsing and require the use
| cert1f1.cates to authenticate the payer, the payer's bank and bank account. They
ivered either by direct transmission using telephone lines or by public networks

g - the Internet.

. Well suited for clearing micro payments. Conventional cryptography of

e-cheques makes them easier to process than systems based on public key
cryptography (like digital cash). |

- They can serve corporate markets. Firms can use them in more cost-effective
manner. : |

- They create float and the availability of float is an important requirement of
commerce. “

@E Credit Card

- A credit card is a payment card issued to users as a system of payment. It allows the

ardholder to pay for goods and services based on the holder's promise to pay for them.

Credit cards‘ are issued by financial institutions which allow making a purchase up to a

certain limit or credit. Most of the credit card companies recognize the shopping malls or

shops etc from where the items are purchased. Payments of these items are paid by the
edit card company on user’s behalf. .

- A credit card allows you to borrow money when making purchases. The money isn't
& Jirectly debited from your bank account at the time of purchase; instead, you are'sent a
*bxll every month for the sum total of your purchases. If you plal? to borrow using your
31 it card, you also need to understand the terms and, in particular, the way interest

i parges are computed.

: A credit card is different from a charge card : a charge card requires the balance to be
= éid in full each month. In contrast, credit cards allow the consumers a continung
;—'balance of debt, subject to interest being charged. A credit card also differs from a cash

“..rd, whichcan be used like eurrency by the owner of the card. - - ‘ -

Secured credit cards
A secured credit card is a type of credit card secured by a deposit account owned by
" the cardholder. Typically, the cardholder must deposit between 100 % and 200 % gf- the
~iotal amount of credit desired. Thus if the cardholder puts down ¥ 1000, they wall be
given credit in the range of ¥ 500-1000. In some cases, credit card issuers will of[er
“incentives even on their secured card portfolios. In these'cases, the deposit required may

TECHNICAL PUBLICATIONS - An up thrust for knoiledge
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Q.1 Gjte the security threats to e-commerce.

Afns, : Most businesses that make online presence have experienced some kind of
security threat to their business. Since the internet is the public system in which every
transaction can be tracked, logged, monitored and stored in many locations. 50 it is
important for business to understand possible security threats for their business.

TECHNICAL PUBLICATIONS" - An up thrust for knowledge
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~ In a typical e-commerce experience, a shopper proceeds to a Web sito to browse a
catalog and make a purchase. This simple activity illustrates the four major players in
p-commerce security. One player is the shopper who uses his browser to locate the site. The ‘
site 18 usually operated bv a merchant, also a player, whose business is to sell merchandise
to make a profit. As the merchant business is selling goods and services, not building
software, he usually purchases most of the software to run his site from third-party
software vendors. The software vendor is the last of the three legitimate players The
attacker is the player whose goal is to exploit the other three players for illegitimate gains.

The vulnerability of a system exists at the entry and exit points within the system
| E-commerce system with several points that the attacker can target :
[ ]

i) Shopper i | '
ii) Shopper' computer

iif) Network connection between shopper and Web site's server

iv) Web site's server
v) Software vendor

vi) Tricking the shopper

There are many threats to E-commerce that may come from source within

d. The following are the security threats categorized

| asinternal and external threats :

i) Unauthorized internal users accessed ‘confidential information by breaki :
stealing password for the purpose of committing fraud. ) aking or

i) Weak access point in information infrastructure security

. ) exposed oreanizati
information and threats towards trade. p ganization

iii) Partners, brokers and consultants take privileges of even limited access to itport
systems. portant

iv) Management that underlines or not well known the im

portance of secyrity ;
. . ls the
great risk for e-commerce conducts business. y

v) User’s mentality towards internet security is.changing due to sajeg of antivirus
software. |
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Q.4 Write short notes on i) B2B E-commerce ii) B2C E-commerce iii) C2C E-commierce

\// 4 R . .

Ans. : E-commerce is the purpose of internet and the web to conduct business but when we
concentrate on commercial deals among organizations and individuals demanding
selective information systems under the guarantee of the firm it accepts the form of

e-business.

Types of E-commerce: E-commerce can be broken into four main categories: B2B, B2C,
C2B,and C2C: ' |

1. Business to Business E-commerce (B2B E-commerce) : In this type of
ecomumerce, both participants are businesses. As a result, the volume and value
of B2B e-commerce can be huge. B2B stands for Business to Business. It consists
of largest form of e-commerce. This model defines that buyer-and seller are two
different entities. It is similar to manufacturer issuing goods to the retailer or
wholesaler. An example of business to business e-commerce could be a
manufacturer of gadgets sourcing components online. Dell deals with
computers and other associated accessories online but it does not make all those

products. So, in manage to deal those products, first step is to purchases them
from unlike businesses i.e. the producers of those products. "

2. Business to Consumer E-commerce (B2C E-commerce) : B2C stands for
Business to Consumer as the name suggests. It is the mode] taking businesses
and consumers interaction. Online business sells to individuals. The basic
concept of this model is to sell the product online to the consumers, BZC is the
indirect trade between the company and consumers, It provides direct selling
online. For example : if you want to sell goods and services to customer 8o that |
anybody can purchase any products directly from supplier’s website. Directly
interact with the customers is the main difference with other business model. Ag !
B2B it manages directly relationship with consumers, B2C supply chains |
normally deal with business that are related to the customer. Amazon.com pops |
up in most discussions about e-commerce. Elimination of the need For physical "
stores is the biggest rationale for business to consumer e-commerce, By the |
complexity and cost of logistics can be a barrier to B2C e-commerce growth, '

3. Consumer to Consumer E-commerce (C2C E-commerce): The moment you /
think of C2C e-commerce eBay.com comes to mind. Though there is no major
parties -needed but the parties will not fulfill the transactions without the |
program. That is because it is the most popular platform that enables consumers /
to sell to other consumers. Since eBay.com is a business, this form of

TECHNICAL PUBLICATIONS” - An up thrust for knowledge w .
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N SUme! iness to |
€-comumerce could also be called C2B2C e-commerce (consumer to business to |

: : Y 71ces amon
consumer e-commerce). It helps the online dealing of goods or services among
people.

: ‘ , -
Q.5 What afe the problems with traditional payment system as compared to electronic

Anyfment systems ?

" : raft, checks,
- + Traditional or conventional instruments of payments such as dem"md d slow to be
credit notes are not fit for e-commerce. Conventional instruments halrt; too s
processed and the overheads of processing of such instrument may be high.

These methods have several shortcomings :
1) Checks and cash cannot be exchanged in real time.

i) The overhead of fash systém do not support low value transactions
(micropayments).

iii) Traditional system do not support individual to individual payment transactions.
iv) Traditional methods adopt very timeconsuming process.
v) These methods are not able to assure the validity of financial transaction.

In e-commerce, the challenges of payment transactions were initially underrated but
now the business via the internet and mobile has so far dominated by the e-methods of
e-commerce payment systems. As compared to traditional system, electronic payment is a
financial exchange that takes place online between buyers and sellers. The content of this
exchange is usually some form of digital financial instrument (such as encrypted credit

card numbers, electronic - cheques or digital cash) that is backed by a bank or an
intermediary, or by a legal tender.

Electronic payments involve a payer and a payee. A payer (buyer or customer), is an
entity who makes a payment. A payee (seller or merchant), is an entity who receives a
payment. The main purpose of an electronic payment protocols is to transfer monetary
value from the payer to the payee. The process also involves a financial institution (or

bank). Secure user friendly and low priced innovative e-payment solutions are urgently
required to boost international oriented e-commerce to boost trade,

There are three common electronic

. payment instruments, namely e-cash, e-cheque and
cards.

E-cash combines computerized convenience with security and privacy that improve
upon paper cash. The e-cash system also includes setup protocols U syStem setup, payer

setup and payee setup. E-cash allows person to pay for goods or services by traf®mitting a [~
number from his computer subsystem to the merchant computer system,

Electronic cheques are modeled on paper checks, exce
electronically. They use digital signatures for signing and end
digital certificates to authenticate the payer, the payer’s bank

delivered either by direct transmission using telephone lines o
the internet, L

pt that they are initiated
orsing and require the use of
and bank account. They are
r by public networks such as
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Q.7 What is Electronic Data Interchange (EDI) ? Also give its benefits.

Ans. : Electronic Data Interchange (EDI) is the structured transmission of data between

gapizations by electronic means, which is used to transfer electronic documents or
business data from one computer system to another computer system, i.e. from one trading
parter to another trading partner without human intervention. It is more than mere
e-mail; for instance, organizations might replace bills and even cheques with appropriate
EDI messages. 1t also refers specifically to a family of standards. EDI documents use
specific computer record formats that are based on widely accepted standards. However,

each firm will use the flexibility allowed by the standards in a unique way that fits their
business needs. |

- *’

The acts of controlling, directing, guiding, influencing and standardizing the conduct,
actions and solutions associated with the discipline (ie. enterprise capability) known as
Electronic Data Interchiange (EDI) Management
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cryptography
mpu ose of CTYP1Og and is an ancient art. Some

i i iting in secret code “
ryptography 15 the science of writing sometime after writing was

at cryptography appeared spontaneously .
'experts dary%;lti i‘aplicl;yt[i)onsg rarr)lg}i,ngpffom diplgmatic missives to war-‘hme bafﬂf:d;j'lans‘ I‘t
11? Zle(?: seur/prise, then, that new forms of cryptography came soon art;ar.tl:sn';xulm iz;twlroeiq
development of computer communications. In  data and tid eco‘edmm o
cryptography is necessary when communicating over any unfrusted m , wi
includes just about any network, particularly the Internet.

./ Cryptography can be used to provide:

o Confidentiality - ensure data is read only by authorized parties,
o Data integrity - ensure data wasn't altered between sender and recipient,
* Authentication - ensure data originated from a particular party.

A cryptographic system (or a cipher system) is a method of hiding data so that only
certain people can view it. Cryptography is the practice of creating and using
cryptographic systems. Cryptanalysis is the science of analyzing and reverse engineering
cryptographic systems. The original data is called plaintext. The protected data is called
ciphertext. Encryption is a procedure to convert plaintext into ciphertext. Decryption is a
procedure to convert ciphertext into plaintext. A cryptographic system typically consists
of algorithms, keys, and key management facilities. The steps of this process are
following : ‘ -

1. The sender converts the plaintext message to ciphertext. This part of the process

is called encryption (sometimes encipherment).

2. The ciphertext is transmitted to the receiver.

3. The receiver converts the ciphertext message back to its plaintext form. This part
 of the process is called decryption (sometimes decipherment).

The conversion involves a sequence of mathematical operations that change the
appearance of the message during transmission but do not affect the content.
Cryptographic techniques can ensure confidentiality and protect messages against
unauthorized viewing (eavesdropping), because an encrypted message is not
understandable. Digital signatures, which provide an assurance of message integrity, use
encryption techniques. -

Within the context of any apptication-to-application communication, there are some

specific security requirements, including :

»  Authentication : The process of proving one's identity. (The primary forms of
host-to-host authentication on the Internet today are name-based or
address-based.)
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ypes of Cryptographic Algorithms " |
here are several ways of classifying cryptographic algorithms. They are to be

categorized based on the number of keys that are employed for encryption and

- decryption, and further defined by their application and use. The three types of
‘algorithms are.;

a. Secret Key Cryptography (SKC) : Uses a single key for both encryption and
- decryption. ... . -

.+ Public Key Cryptography (PKC) : Uses one key for encryption and another for
 decryption. |

Hash Functions : Uses a mathematical transformation to irreversibly “encrypt”
information,

With secret key cryptography, a single key is used for both encryption and decryption.
As shown in Fig, 42.1, the sender uses the key (or some set of rules) to encrypt the
plaintext and sends the ciphertext to the receiver. The receiver applies the same key (or
rule set) to decrypt the message and recover the plaintext. Because a single key is used for
both functions, secret key cryptography is also called symmetric encryption.

Symmetric key

N
. ' d \
/ \\
. | — i hARCHes bbb m i ol Ly &84 \ Ry
oot 2o oo oo [ idp Aatin I o 24 351 B0 HSEL 35 SN : ————
- S— ’ chis&enanuibin L cdodindihc g duinon ‘ e A e,
o encm— LHvbvtel bbby s lht.hhﬂ m e
mderp—— it et b wgudmeenn: Mdate el e b
RO Lo 4 GULRL e n s Lt lnmbrinvl Ban
e rthrtbrguiniement LREOD Ut s: . 1 .
Pl[a"a,text' hX »5«1.-, R mimimnt sl edih )Plalntext
| e———— PANKN At Lubett) b bty g aNken ; 3
P——“———' Encrypt AR mtnit Rtaedagpadin Decrypt - -«
R SR e CGmsemt bR R bbbty sath kb ATy
TR, LAt Wit RAGVLILL gudirienis e
" AR PR mmimimrt e Wy gadn: fag T
[ fm— d e —————

| Ciphertext
Fig. 4.2.1 Secret Key Cryptography

_ TECHNICAL PUBLICATIONS“- An up thrust for knowledge
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Fundamentals of c’YPtograDhic s A
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CIPRI7E Public Key Cryptography

Public-key cryptography is also called asymmetric cryptography. It uses a secret k
that must be kept from unauthorized users and a public key that can be made pub\icet}(;
anyone. Both the public key and the private key are mathematically linked: dat,
encrypted with the public key can be decrypted only by the private key, and data signed
with the private key can only be verified with the public key. The public key can be
published to anyone. Both keys are unique to the communication session.

1. Each'system generates a pair of keys.

2. Each system publishes its encryption key (public key) keeping its companion key
private. -

~ 3. If A wishes to send a’message to B it encrypts the message u*sing B’s public key.

4. When B receives the message, it decrypts the message using its private key. No
one else can decrypt the message because only B knows its private key.
Public key ' Private key

Asymmetric key pair h

PNy Yahmm et rb 1 uzg 644
anctym vivtet 5 It by sph Rt
bl irerrt rtrdipet il 3§ v e

|
|
|
|
bRl daaa . L e i W '

*——--_A-
] i

 ——p—— bbb b2 by taohibe thbovnitn oy

p———r— il bh pat ey Ntwte rovf

et M it o e f: PI : l t

- -2 FOARALC UL DAL L2 Ib Lty B at -
,,;;_ : SAhR: Men mirtret el . a ' n ex

Encrypt | gaen mressinzaooms | Decrypt
t R RU) b bRty S b AL LA

e e N T
VARGURM MBIt it Wugudn: tag

: Ciphertext
Fig. 4.2.2 Public Key Cryptography
Fig. 4.2.2 shows plaintext encrypted with the receiver's public key and decrypted
with the receiver's private key. Only the intended receiver holds the private key for
decrypting the ciphertext. Note that the sender can also encrypt messages with a private

key, which allows anyone that holds the sender's public key to decrypt the message, with
the assurance that the message must have come from the sender. |
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el 7S Difference between Symmetric vs. Asymmetric Encryption
\ ~ (Private Key vs. Public Key) |

mwBqu.ﬁ Or priy
gm_ma ONn a secret key that is shared by both communicating parties. ,E,_m,
uses the secret key as

. part of the mathematical operation to encrypt (or m\w_:n% Tmc.ﬁmS
text to cipher text. The receiving party uses the same secret key to mmna\mﬁ (or decipher)
the cipher text to plain text, Exam

. | ples of symmetric encryption schemes are the RSA w@. |
-algorithm (which Provides the basis for Microsoft Point-to-Point Encryption (MPPE), Data
- eheryplion Standard (DES),the Internafional Dara Fig

ational Data Encryption Algorithm (IDEA), and thie
_Skipjack encryption technolo

&Y. proposed by the United States government (and
. implemented in the clipper chip), S _ _ =

._ >&.~§m§..@ or ..?&:n-rm%
private key known only to this one user: the other is a corresponding public key, which is

.mnnmmmmu_m_,_ﬁ.o .m:%o:m. Hrm@%&mméwsgn keys are mathematically related by the
encryption algorithm. One key is used for encryption and the other

for decryption,
depending on the nature of the communication service being implemented, In addition,

bublic key encryption technologies allow digital signatures to be placed on messages. A
wxmxm_ signature uses the sender's private key to encrypt some portion of the

When the message is received, the receiver uses the sender's public key to de
digital signature to verify the sender's ama&u

Message,
cipher the

- o
BT T P —

ate-key, encryption (also known as conventional encryption) is -

sending party
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P Digital Signature and Verification

" A digital signature certificate, like hand written signature, establishes th
the sender filing the documents through internet which sender can not revoke o deny.
Accordingly, digital signature certificate is a digital equivalent of a hand written signature
which has an extra data attached electronically to any message or a document. Digital
signature also ensures that no alterations are made to the data once the document has

~been digitally Signed. A DSC is normally valid for 1 or 2 years, after which it can ke
renewed. ‘

e identity of

Digital  signature certificates (DSC) are the digital equivalent (that is elect.ronif.:
format) of physical or paper certificates. Examples of physical certificatgs are drivers
licenses, passports or membership cards. Certificates serve as a.pm(;.f.of identity of an
individual for a certain purpose; for example a driver's l.icense 1'd.ent1f1es someone Wh§
can legally drive in a particular country. Likewise, a digital certificate can be presente

TECHNICAL PUBLICATIONS" - An up thrust for kriowledge
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TT ; nformation Security and Cyber Laws 4-14 Fundamentals of Cryptographic System, -

: electroni — . : -

ol i I‘Omeﬂly to prove your identity, to access information or services on the Internet or ;-

81 certain documents digitally.

’4 F Digital signature process _ ,

Lt M : Message
£ S : Signature - =

document. For instance, suppose that A wants to digitally <:or

uses her private-key to encrypt the message; A thiﬂ'ggnsdl;gnt}?eﬁ::age to 1B To d.o 50, A

public-Key (typically, the public key is attached to the signed meSSage)geS' a OIE ,w1th hgr |
key is the only key that can decrypt that message, a sﬁcéeséful'dec’ryéﬁgfe s public-
" digital signature verification, and meaning that there is no doupt tﬁét'it is A'SC Onfst,lttltis a
‘that encrypted the message. | St private key
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Gnat ] your DgC
YInPublic ¢ _
* Buaran bli o MTYptographic Key
biece of eed in public key systems by e ..,.‘:Key‘s,ystemS
if € of daty which is Y using digity

a). Using the seﬁder's ' c A L
s - public key decrypt the dieita] o o o
| digest generatedby thesender, P Ao temesage

b) Uses the same message digest algorithm used by the sender to genefate a
message digest of the received message. - ‘ |

c¢) Compares both message digests (the one sent by the sender as a digital signature,
and the one generated by the receiver). If they are not exactly the same, the
message has been tampered with by a third party. We can be sure that the digital
Signéture was sent by the sender (and not by a maliciogs user) because only the
“sender's public key can decrypt the digital signature (which was encrypted by the
sender's private key; remember tha’f 'WhaF one key encrypts, tlge- othe; olrtlei
decrypts, and vice versa). If de,c.ryptmg using the pUtIEhC keza(r:;ndier;taarzt; O)t
message digest, this means that either the message or the message dig®

~ exactly what the sender sent.
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Fingerprints are created by applying a cryptographic hash function to a public key.

S1ncn fingerprints are shorter than the keys they refer to, they can be used to simplify
certain }<ey management tasks. A fingerprinting algorithm is a proc'edure- that maps an
a'rb1trarny large data item {such as ‘computer file) to a much shorter bit string, its
f1ngerpr1nt, that uniquely idéntifies the original data for all practical purposes just as
human flngerprints uniquely identify PeOple for practical purposes. This fingerprint may
be used for data de-duplication purposes. |

Cryptographic hash functions have many information security applications, notably
~in- digital signatures, message authentication codes (MACs), and other forms of
| authentication. They can also be used as ordinary hash functions, to index data in hash

tables, for fingerprinting, to detect duplicate data or uniquely -identify files, and as
checksums to detect accidental data corruption. Indeed, in information security-contexts,
cryptographic hash values are sometimes called (digital) fingerprints, checksums, or just
hash values, even though all these terms stand for funictions with rather different
properties and purposes. | SR

A public key fingerprint is typically created through the following steps

1. A public key (additional data) is encoded into a sequence of bytes. To ensure that
the same fingerprint can be recreated later, the encoding must be deterministic,
and any additional data must be exchanged and stored alongside the public key.
The additional data is typically information which anyone using the public key
should be aware of. Examples of additional data include : Which protocol
versions the key should be used with (case of PGP fingerprints); and the name of
the key holder (case of X.509 trust anchor fingerprints, where the additional data

consists of an X.509 self-signed certificate).

2. The data produced in the previous step is hashed with a cryntographié hash
function such as MD5 or SHA-1.

-
- -

3. If desired, the hash function output can be truncated to provide a shorter, more
convenient fingerprint.

~ When a public key is received over an untrusted channel, such as the Internet, fhe
 recipient often wishes to authenticate the public key. Fingerprints can help acCOmPhs_’f
this, since their small size allows them to be passed over trusted channels where public

keys won't easily fit. -

e e
e
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Firewatls‘ can greatl '
T y enhance th i
do one 6r more of the following thin;ss:ecunty ofhost r & network.They can be used

* To protec inst icati
protect and insulate the applications, services and machines of your internal

network from unwanted traffic coming in from the public Internet,

¢ To limit or disable ’aécess fr i :
. om hosts of the int :
-public Internet. [ ernal network to services of the

o To support network address translation (NAT), which allows your internal
network to use private IP addresses and share a single connection to the public
Internet (either with a single IP address or by a shared pool of automatically
assfgned public addresses). - '

pes of Firewalls

Conceptually, there are two types of firewalls :
1. Network layer firewalls

2. Application layer firewalls

1. Network layer firewalls

These generally make their decisio

ports in individual IP packets. A simple router is the
since it is not able to make particularly sophisticated decisions about what a packet is

actually talking to OF where it actually came fr(?m. Mt)dem network latyer firewalls have
become increasingly sophisticated, and now maintain internal information about the state
of connections passing through them, the contents of some of the data'streams,. and so on.
One thing that's an important distinction about many network layer firewalls is that they

' ic directly ither need to have a validly assigned
rouite traffic directly though them, s0 to use one you eit : |
IP address block or to usea “private internet" ~ddress block. Network layer firewalls tend

to be very fast and tend to be very transparent 0 users.

2. Application layer firewalls

These generally are hosts running proxy Servers
between networks, and which perform elaboralé logging and

, 1o on the

i ications are software components runnirg
;hmugl}l\ tltl(?m. Since the proYy L ccess control. Application layer
irewall, it 15 a g0 | ) :.

od place to do lots of logging and a S
7, S

e

ns based on the source, destination addfesses and
“traditional" network layer firewall,

rvers, which permit 1o traffic direc.tly
auditing of traffic passiiig
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0 allow the passing of tunnel mamntenance tratiic and tunneloq

. data to
¢ Additional filters can allow the passing of traffic to Wep Servers, Frp

<>
ol

\N¢a Separated between the two firewalls is called DMZ, Basically, a Dz js ,

etwork that is located neither inside the internal network nor outside as part of the

=rhet. Technically, a demilitarized agea is any area where access is controlled but not

,yoX = Tevented by firewa]| technology. A DMZ can lie between two firewalls, Alternatively, a
SIV{O MZ can also be off from a separate segment from one firewal. In either case, the types of

,o0@—<_Cess to and from DMZ Servers are controlled and should be limited to a small group of
J’I 52 _ Sers or network. : |

-

e A i
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Fundamentals of Network Security

DMZ servers can ' " —
provide additional functiomarres |
i - web
y (vers and FTP servers, Nctionalities in e-coomerce servers,

Internai.LAN

Router

Firewall | Firewall |

The demiltarized zone (DMZ)
matters in the modern digital world, in which today’s

N 11 Discuss how-network security
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pppiiin the VPN architecture and
e . R T -

< sgantages of VPN,

X A \"m‘uail }wr}? d‘t‘t ‘n_el\\orl\ (VPN) is the extension of a private network that
mpasses lm,LS across shared or public networks like the Tnternet to provide remole
s Or individual users with secure access to their organization's nv‘l\\-m-k A VIN
= you to send data between two computers across a Sl;:m‘d or public im(‘l'l\!“l\l\'(\l'l\ n
panner that emulates the properties of @ point-to-point private ok, The act of
pfiguring and creating a victual private network is known as virtual private networking,

can achiove boetter security.,

seuss howe caningplement firciall with

VPNs are primarily used to extend an enterprise’s internal private network e
cross un-trusted public networks. They provide the capability to secure convey
ACIOSS th.e pUth l\ct\\'nl-kinto Coi-Pﬂl-al(\ nl\l\\vnl'l\‘ 'l‘l“\ \p‘”nl nl a \’l‘N i‘.; l”

ormation
organization with the same capabilities, but ata much lower cost,

VPN connection

L

B
(T

Transit —/

internetwork

VPN
client

Fig. 5.1 Virtual private network connection

ned to address issucs surrounding the current business (rend
and widely distributed global operations, where workers
and must be able to communicate with cach

VPN technology is desig

toward increased telecommuting
ust be able to connect t0 central resources

_other. . |
: N solution should provide at least all of the following, .

Therefore, VP )
entication : The solution must verity the VPN client's identity and tostrict

ss to authorized usersonly. It must also provide audit and accounting,
how who accessed what indormation and when,”

-

records t0'S ‘ |
The solution must assign a VPN client's address on the

ement |
ate addresses are kept private,

sure that priv
arried on the public network must be rendered unreadable
e network.

Address Manag
intranet and en

y
O

Key Man

agement - The

solution must generate and refresh eneryption keys for the

client and the gerver.
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& are legal rehie whis . ,
are legal nghts, which result from mtellectual activity in

Q artishic fields. These ¢

Tm:i: u:d nddt.‘ These rights are safeguard creators and
. g00ds and services by erant; rertain 1

Y control isir e Protaal »y}\ir\‘lae: OV granting them certain time-limited
:‘ eni e e s 'é; et nghts h¥<e other property can be a matter of trade,
T bought. These are intangible and no exhausted consumption

ar ;\X\\iu-c:/rs of L"z%&ﬂ:‘x‘t:gﬂ

The mportance of intellectyal property in Indj
HtOTY administrative and judidial. India
fe Organization (WTQ). This A

M india is well established at all levels-
. a ra?hed the agreement establishing the World
L O 2 .

d o Acpect of bl 1 sreement, inter-alia, contains an Agreement on Trade
- Related ASPRXCE O Intellectua Prorerty Riohte - : )
ey 1995, Tt lavs donen 'ninipm} thht; (TRIPS) which came into force from 1

B lnuary 1993, Tt lays - minmum  standards for p i i ‘
J ‘ _ S rotection and enforc
ellectual Property Hohte ) S F rcement of
L adequ afe }‘}Ot&ﬁ fh::. n :;lember countries which are required to promote effective

B ,"u N mehin em> b one mt. ectual property rights with a view to reducing distortions

- EST qtgmahanal trade. The obligations under the TRIPS Agreement

te to provision of minimum stand & Sen

ard of protection within '
e praci: the member countries legal

9

The Agreement provides for norms and st

intellectual property andards. In respect of folloywing areas of
' e« Patents
« Trade marks - i

« Copvrights
« Geographical indications

« Industrial designs

TECHNICAL PUBLICATIONS - An up thrust for know
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|usive right granted for an invention, which is a Product or
A patent is an-exclusive Tig f doing something, or offers a new technica] Solutiop
process that provides a new ;Nat)',o for ﬁwe invention to the owner of the patep The

|- «“ywidee ‘OtecC 10N ) . )

a problem. It provides pro £ nt protection meang
cPrétection is granted for a limited petfiod, i.e. 20 y.eari Ptatj orpsold without thethi1 o
invention cannot be commercially made, used, distribute , Paten
owner's consent.

A patent owner has the right to decide wl?o may - or ma)\/ nott -tuse’ e pat?nFed
invention for the period in which the invention is PTOt?Cted' The patent owner may give
permission to, or license, other parties to use the invention on mutually' agreed terms, Th,
owner may also sell the right to the invention to someone else, who will then become the
new owner of the patent. Once a patent expires,-the protection ends, and an 1nventiop
enters the public domain, that is, the owner no longer holds exclusive rights to the
invention, which becomes available to commercial exploitation by others.

“pey =t ¥ e
LS4 2 B S it

e | e

e S e
T3 s EAFUS VS

All patent owners are obliged, in return for

patent protection, to publicly discloge
information on th

eir invention in order to enrich the tota] body of technical knowled ge in
the world. Such an ever-increasing body of public knowledge promotes further creativity
ip and innovation in others, In this Way, patents provide not only protection for the owner
but valuable information and inspiration for future generations of researchers and
-;} inventors. General Principles governing the Patent Systeém in India and further details
fn be viewed at DIP and p website at http:// ipindia.nic.in/ ipr/patent / patents.htm

The basic obligation in the area of patents is that, invention in g]| branches of

technology whether products or processes shall be patenta

' _ _ : ' ble if they meet the three tests
of being new mvolving an inventive step and being capable of industria] application. In
addition to the general security exemption which applied to the entire TR]

" . 2 - PS Agreement,
specific exclusions are permissible from the scope of Patentability of inventions, the
prevention of whose commercial exploitation is necessary to Protect public ord(;r or
morality, human, animal, plant life or health or tq avoid serigyg prejiedice 1o .the

environment. Further, members may also exclude from patentability (J)f dia IT(;StiC ‘
therapeutic and surgical methods of the treatment of hu & 5

' : Man and anima]g and plants and
animal other than micro-organisms and essentially biological p piams.ag
of plants and animals,

Tocesses for the production
The TRIPS Agreeme‘n.t prg\rides for a minimum term of Protection of 20 years
counted from the date of filing. "

can

; O Sy SN \w_
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goods or services as those
It may be one or combination
drawings, symbols, three-

ishing features, t provides
usive right to use it to identify

return for payment, It helps
ature and quality,
, meets their needs. Registration of trademark is prima
g statutory right to the proprietor. Trademark rights may
be held in perpetuity. The initial term of registration is for 10 years; thereafter it may be
renewed from time to time, Genera] Principles governing the Trademarks System in India
and  further details can e viewed at DIP and P  website
~ http:/ /ipindia.nic.in/ tmr_new /defaulthtm -

ensuring the excl
ther to use it in
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Trademarks have been defined a

distinguishing the goods or services o
Such distinguishing marks constitute

S any sign, or any combination of signs capable of
f one undertaking from those of other undertakings.

protectable subject matter under the provisions of
the TRIPS Agreement. The Agreement provides that initial registration and each renewal

of registration shall be for a term of not less than 7 years and the registration shall be
renewable indefinitely. Compulsory licensing of trademarks is not permitted.

Keeping in view the changes in trade and commercial preTc_tfces, élobalizatiozl f’f
trade, need for simplification and harmonization of trade marks registfation systems etc,
a comprehensive review of the Trade and Merchandise Marks Act,.1958 was made'eflazzid. a
Bill to repeal and replace the 1958 Act has since been passed by Parhamenlg Sand mht'f'h' in
the Gazette on 30.12.1999. This Act not only makes Trade Mark.s Law, TII{(I . corgpra “:a i Z
but also harmonizes it with international systems and practices. Work is unde y

br'mg the law into force.
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mputer crime is known by lots of different names, including Cybeflmej e-Crime,
electronie crime. All of these are crimes where computers 0'1‘.11§3tw0r S are used o
attacked. These electronic crimes are being used to steal identities and huge sums of
money. Many traditional crimes such as theft, blackmail, forgery, embezzlement and
fraud today are all conducted on the internet. An Introduction Computer or Internet
Crime is where the target or source of crime is either computer or network of computers
termed as Internet. Cyber Criminals feel safe to commit crimes from the privacy of their

homes. There are more cyber criminals than cyber cops need to deve}:lop‘ laws to combat
“~test technologies. K - |
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Cybercrime is one of the fastest growing areas of crime. More and more criminais age =
= e.\'ploiting the speed, convenience and anonymity that modern technologies offer in ardes -

ro commit a.diverse range of criminal activities. These include attacks against computer

- data and systems, identity theft, the distribution of child sexual abuse images, Intemet

- auction fraud, the penefration of online financial services, as well as the deployment of

- yiruses, Botnets, and various email scams such as phishing, |
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The global nature of the Internet has allowed criminals to commit almost any illegal
activity anywhere in the world, making it essential for all countries to adapt their
domestic offline controls to cover crimes carried out in cyberspace. The use of the Internet
— by terrorists, particularly for recruitment and the incitement of radicalization, poses a
~ cerious threat to national and international security. -
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